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Chapter 1. Installation

Description
Horizon is EverTrust Certificate lifecycle management solution. This document is an installation
procedure detailing how to install and bootstrap Horizon server on your infrastructure. It does not
describe how to configure and operate a Horizon instance. Please refer to the administration guide
for administration related tasks.

Prerequisites

Choose an installation method

We offer three installation modes:

¥ Enterprise Linux 8.x/9.x x64

¥ Debian based Linux x64

¥ A cloud-native installation using Kubernetes

Depending on your needs, youÕll have to choose the solution that fits your use cases the best. Reach
out to our support team to get suggestions on how to deploy on your infrastructure.

Gathering your credentials

All methods require that you download the binaries of the Horizon software from our software
repository . The access to this repository is protected by username and password, which you should
have got from our tech team. If you donÕt, you wonÕt be able to continue with the installation. Email
us to get your credentials, and come back to this step.

1.1. Installing on Linux

1.1.1. Pre-requisites

This section describes the system and software pre-requisites to install Horizon. Please select your
OS type in the available tabs.

System pre-requisites

The following elements are considered as system pre-requisites:

RHEL

¥ A server running EL [8.x-9.x] x64 (CentOS / RHEL) with the network configured and
SELinux  as well as FIPS mode  disabled;

¥ Base and EPEL CentOS / RHEL [8.x-9.x] x64 repositories activated;
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¥ An access with administrative privileges (root) to the server mentioned above;

¥ The IP address / DNS Name of an SMTP relay;

¥ The email address of the Horizon server administrator.

Debian

¥ A server running Debian 11/12 or Ubuntu 22/24 x64 with the network configured and
AppArmor  as well as FIPS mode  disabled;

¥ Standard Debian/Ubuntu repositories activated;

¥ An access with administrative privileges (root) to the server mentioned above;

¥ The IP address / DNS Name of an SMTP relay;

¥ The email address of the Horizon server administrator.

Software pre-requisites

The following elements are considered as software pre-requisites:

RHEL

¥ The Horizon installation package: horizon-2.9.X-1.noarch.rpm ;

¥ The MongoDB Community Edition package available from the MongoDB web site ;

¥ EPEL repository activated.

!
As a reminder, EPEL can be activated on CentOS / RHEL by doing the
following:

$ yum install epel-release

Debian

¥ The Horizon installation package: horizon_2.9.X_all.deb ;

¥ The MongoDB Community Edition package available from the MongoDB web site ;

1.1.2. Installation

Install MongoDB

! Mongo DB version 7.0 to 8.0 are supported by Horizon

RHEL

Download the latest version of the following Mongo DB 8.x RPMs from the MongoDB web
site:
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¥ mongodb-org

¥ mongodb-org-mongos

¥ mongodb-org-server

¥ mongodb-org-shell

¥ mongodb-org-tools

Download the last version of the mongosh RPM from the MongoDB GitHub .

¥ mongodb-mongosh

Upload the downloaded RPMs through SCP on the server under /root .

Using an account with privileges, install the RPMs using 'yum'. For example, to install
MongoDB, run the following command from the folder containing the RPMs:

$ yum install mongodb-org*
$ yum install mongodb-mongosh

Debian

Download and install the latest version of the following Mongo DB 8.x DEB using the steps
of the Official Mongo DB documentation :

¥ mongodb-org

Download the last version of the mongosh DEB from the MongoDB GitHub .

¥ mongodb-mongosh

Upload the downloaded DEB through SCP on the server under /root .

Using an account with privileges, install the DEBs using 'apt'. For example, to install
MongoDB, run the following command from the folder containing the DEBs:

$ apt install mongodb-mongosh

Enable the service at startup with the following command:

$ systemctl enable mongod

Start the mongod service with the following command:

$ systemctl start mongod

Verify that you can connect to the Mongo instance by running the mongo shell:
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$ mongosh

! You can disconnect from the shell with ^D

Install NGINX

1. Access the server through SSH with an account with administrative privileges;

2. Install the NGINX web server using the following command:

RHEL

$ yum install nginx

Debian

$ apt install nginx

3. Enable NGINX to start at boot using the following command:

$ systemctl enable nginx

4. Stop the NGINX service with the following command:

$ systemctl stop nginx

Install Horizon

RHEL

!

Installing the Horizon package will install the following dependencies:

¥ dialog

¥ java-17-openjdk-headless

Please note that these packages may have their own dependencies.

Debian

!
Installing the Horizon package will install the following dependencies:

¥ dialog

¥ openjdk-17-jre-headless

4



¥ zip

¥ unzip

Please note that these packages may have their own dependencies.

Installation from the EverTrust repository

RHEL

Create a /etc/yum.repos.d/horizon.repo  file containing the EverTrust repository info:

[horizon]
enabled=1
name=Horizon Repository
baseurl=https://repo.evertrust.io/repository/horizon-rpm/
gpgcheck=1
gpgkey=https://evertrust.io/.well-known/rpm/gpg.pub
username=<username>
password=<password>

Replace <username> and <password> with the credentials you were provided.

Make sure the Evertrust GPG key is trusted:

# rpm --import  https://evertrust.io/.well-known/rpm/gpg.pub

You can then run the following to install the latest Horizon version:

# yum install horizon

To prevent unattended upgrades when running yum update, you should pin the Horizon
version by adding

exclude=horizon

at the end of the /etc/yum.repos.d/horizon.repo  file after installing Horizon.

Debian

If you havenÕt already, to add the EVERTRUST repository to your APT repositories, run the
following commands:

1. Install the required tools ( gpg)
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# sudo apt install gnupg

2. Download and install the EVERTRUST GPG key

# curl https://evertrust.io/.well-known/apt/gpg.pub | sudo gpg -o
/usr/share/keyrings/evertrust.gpg --dearmor

3. Add the repository

# echo "deb [ arch=all signed-by=/usr/share/keyrings/evertrust.gpg ]
https://repo.evertrust.io/repository/apt all main"  | sudo tee
/etc/apt/sources.list.d/evertrust.list

Once the repository has been added, authentication to it must be provided. To do so, edit
the /etc/apt/auth.conf  file and add the following lines:

machine repo.evertrust.io
login <your EVERTRUST login>
password <your EVERTRUST password>

Once the repository has been added, run the following command to update the APT
repository list.

# sudo apt update

You can then run the following command to install the latest Horizon version:

# sudo apt install horizon

To prevent unattended upgrades when running apt upgrade , you should pin the Horizon
version by creating a /etc/apt/preferences.d/horizon  file:

Package: horizon
Pin: version <installed-version>
Pin-Priority: 1001

After installing, services must be reloaded to take the change into account

$ systemctl daemon-reload
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Installing from the package file

RHEL

Download the latest RPM for Horizon on the Official EVERTRUST repository .

Upload the file ' horizon-<latest>.noarch.rpm ' to the server;

Access the server with an account with administrative privileges;

Install the Horizon package with the following command:

# yum localinstall /root/horizon-<latest>.noarch.rpm

If you wish to verify the signature of the RPM package, the EVERTRUST key can be added to
your trusted keys using the following command:

# rpm --import  https://evertrust.io/.well-known/rpm/gpg.pub

The signature can then be verified using the following command:

# rpm -K /root/horizon-<latest>.noarch.rpm

Debian

Download the latest DEB for Horizon on the Official EVERTRUST repository .

Upload the file ' horizon-<latest>_all.deb ' to the server;

Access the server with an account with administrative privileges;

Install the Horizon package with the following command:

# apt install /root/horizon-<latest>_all.deb

Enabling the service

After installing, services must be reloaded to take the change into account

$ systemctl daemon-reload

Enable Horizon to start at boot using the following command

$ systemctl enable horizon
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Installing Tinkey

RHEL

!

In order to install Tinkey, the server must have access to a repository
(mirror, ISO file, É) of the linux distribution you are using in order to be
able to install the dependencies of the software. Tinkey package has the
following dependencies:

¥ java-17-openjdk-headless

Please note that these packages may have their own dependencies.

Debian

!

In order to install Tinkey, the server must have access to a repository
(mirror, ISO file, É) of the linux distribution you are using in order to be
able to install the dependencies of the software. Tinkey package has the
following dependencies:

¥ openjdk-17-jre-headless

Please note that these packages may have their own dependencies.

Installation from the EverTrust repository

RHEL

Create a /etc/yum.repos.d/tinkey.repo  file containing the EverTrust repository info:

[tinkey]
enabled=1
name=Tinkey Repository
baseurl=https://repo.evertrust.io/repository/tinkey-rpm/
gpgcheck=1
gpgkey=https://evertrust.io/.well-known/rpm/gpg.pub
username=<username>
password=<password>

Replace <username> and <password> with the credentials you were provided.

Make sure the Evertrust GPG key is trusted:

# rpm --import  https://evertrust.io/.well-known/rpm/gpg.pub

You can then run the following to install the latest Tinkey version:
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# yum install tinkey

To prevent unattended upgrades when running yum update, you should pin the Tinkey
version by adding

exclude=tinkey

at the end of the /etc/yum.repos.d/tinkey.repo  file after installing Tinkey.

Debian

If you havenÕt already, to add the EVERTRUST repository to your APT repositories, run the
following commands:

1. Install the required tools ( gpg)

# sudo apt install gnupg

2. Download and install the EVERTRUST GPG key

# curl https://evertrust.io/.well-known/apt/gpg.pub | sudo gpg -o
/usr/share/keyrings/evertrust.gpg --dearmor

3. Add the repository

# echo "deb [ arch=all signed-by=/usr/share/keyrings/evertrust.gpg ]
https://repo.evertrust.io/repository/apt all main"  | sudo tee
/etc/apt/sources.list.d/evertrust.list

Once the repository has been added, authentication to it must be provided. To do so, edit
the /etc/apt/auth.conf  file and add the following lines:

machine repo.evertrust.io
login <your EVERTRUST login>
password <your EVERTRUST password>

Once the repository has been added, run the following command to update the APT
repository list.

# sudo apt update

You can then run the following command to install the latest Tinkey version:
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# sudo apt install tinkey

Installing from the package file

RHEL

Download the latest RPM for Tinkey on the Official EVERTRUST repository .

Upload the file ' tinkey-<latest>.noarch.rpm ' to the server;

Access the server with an account with administrative privileges;

Install the Tinkey package with the following command:

# yum localinstall /root/tinkey-<latest>.noarch.rpm

If you wish to verify the signature of the RPM package, the EVERTRUST key can be added to
your trusted keys using the following command:

# rpm --import  https://evertrust.io/.well-known/rpm/gpg.pub

The signature can then be verified using the following command:

# rpm -K /root/tinkey-<latest>.noarch.rpm

Debian

Download the latest DEB for Tinkey on the Official EVERTRUST repository .

Upload the file ' tinkey-<latest>_all.deb ' to the server;

Access the server with an account with administrative privileges;

Install the Tinkey package with the following command:

# apt install /root/tinkey-<latest>_all.deb

Configure the Firewall

RHEL

Access the server through SSH with an account with administrative privileges;

Open port TCP/443 on the local firewall with the following command:
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$ firewall-cmd --permanent --add-service=https

Reload the firewall configuration with:

$ systemctl restart firewalld

Debian

Make sure to allow port 443 if you have any firewall set up.

1.1.3. Configuration

Initial Configuration

Configuring the SMTP Relay

Connect to the server with an account with administrative privileges;

Start the Horizon configuration utility by running:

# /opt/horizon/sbin/horizon-config

In the main menu, select ' SMTP':

Specify IP address or the DNS name of the SMTP relay and validate:
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The Postfix configuration is updated:

Exit the configuration utility and restart the Postfix service with the following command:

$ systemctl restart postfix

Configuring the Horizon AdministratorÕs Email Address

Connect to the server with an account with administrative privileges;

Start the Horizon configuration utility by running:

# /opt/horizon/sbin/horizon-config

In the main menu, select Administrator :
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Specify the email address of the Horizon Administrator and validate:

14



Exit the Configuration Utility;

Validate the SMTP relay and Administrator Email Address with the following commands:

$ yum install mailx
$ mail -s "Hello Horizon root"
Ê > Hello From Horizon
Ê .

Ensure that the email receives the test email.

Generating a new Horizon Application Secret

Connect to the server with an account with administrative privileges;

Start the Horizon configuration utility by running:

# /opt/horizon/sbin/horizon-config

In the main menu, select ' Pekko_Play ':

In the Pekko_Play menu, select ' SECRET':
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Validate the new Horizon Application Secret:

The Horizon configuration is updated:
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For the changes to take effect, you must restart the Horizon service by running:

# systemctl restart horizon
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JVM Configuration

Horizon allows you to configure the xms  (minimum memory allocation pool) and xmx  (maximum
memory allocation pool) parameters of the JVM running Horizon using the configuration tool.

Connect to the server with an account with administrative privileges;

Start the Horizon configuration utility by running:

# /opt/horizon/sbin/horizon-config

In the configuration menu, select ' Horizon ':

In the Horizon configuration menu, Select ' JVM':
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Specify the 2048 for xms  and 3072 for xmx  parameters and select ' OK ':

The new JVM parameters are configured:

For the changes to take effect, you must restart the Horizon service by running:

# systemctl restart horizon
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MongoDB URI Configuration

Connect to the server with an account with administrative privileges;

Start the Horizon configuration utility by running:

# /opt/horizon/sbin/horizon-config

In the main menu, select Horizon :

In the Horizon configuration menu, Select MONGODB_URI :

Specify the MongoDB URI to target your MongoDB instance:
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!

Horizon is installed to target a local MongoDB instance by default.

If you use an external MongoDB (such as MongoDB Atlas Database or dedicated
On-premises database) instance:

¥ Create a user with "read/write" permissions on your MongoDB instance;

¥ Create a replicaSet if using a MongoDB cluster;

¥ Specify a MongoDB URI that does match your context.

External MongoDB database URI syntax: mongodb+srv://<user>:<password>@<Mongo-
DB-hostname>:<Mongo-DB-Port>/horizon

External MongoDB cluster of databases URI syntax:
mongodb+srv://<user>:<password>@<Mongo-DB-hostname-1>,<Mongo-DB-hostname-
2>:<Mongo-DB-Port>/horizon?replicaSet=<Horizon-ReplicaSet-
Name>&authSource=admin

The MongoURI is configured:
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For the changes to take effect, you must restart the Horizon service by running:

# systemctl restart horizon
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Horizon Hostname Configuration

Connect to the server with an account with administrative privileges;

Start the Horizon configuration utility by running:

# /opt/horizon/sbin/horizon-config

In the main menu, select ' Horizon ':

In the Horizon configuration menu, select HORIZON_HOSTNAME :

Specify the DNS FQDN by which Horizon will be accessed:
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The Horizon Hostname is configured:

For the changes to take effect, you must restart the Horizon service by running:

# systemctl restart horizon
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Generating an event seal secret

Horizon will generate functional events when using the software.

These events are typically signed and chained to ensure their integrity. Therefore, you must specify
a sealing secret for this feature to work correctly.

Connect to the server with an account with administrative privileges;

Start the Horizon configuration utility by running:

# /opt/horizon/sbin/horizon-config

In the main menu, select ' Horizon ':

In the Horizon menu, select ' HORIZON_SEAL_SECRET ':
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Validate the new event seal secret:

The event seal secret is now configured:

For the changes to take effect, you must restart the Horizon service by running:

# systemctl restart horizon
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Installing the Horizon license

!

You should have been provided with a ' horizon.lic ' file. This file is a license file
and indicates:

¥ The horizon entitled module(s)

¥ The limitation in terms of holder per module if any

¥ A end of support date

Upload the horizon.lic  file through SCP under /tmp/horizon.lic ;

Connect to the server with an account with administrative privileges;

Start the Horizon configuration utility by running:

# /opt/horizon/sbin/horizon-config

In the main menu, select ' Horizon ':

In the Horizon configuration menu, Select ' HORIZON_LICENSE ':
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Specify the path /tmp/horizon.lic  and validate:

The information of the license should be prompted. If everything is good, import the license:
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The Horizon License is configured:

For the changes to take effect, you must restart the Horizon service by running:

# systemctl restart horizon

Generating a Tink keyset

To protect its secrets, Horizon relies on Tink . A Tink keyset can be issued as:

¥ A plaintext keyset (stored as a file, protected by the filesystem rights and SELinux);

¥ A GCP keyset (protected by a master key in a GCP KMS);

¥ An AWS keyset (protected by a master key in an AWS KMS).

¥ A PKCS#11 keyset (protected by a master key in an HSM).
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" In order to generate a keyset, the Tinkey  tool must be installed.

Connect to the server with an account with administrative privileges;

Start the Horizon configuration utility by running:

# /opt/horizon/sbin/horizon-config

In the main menu, select ' Horizon ':

In the Stream menu, select ' HORIZON_TINK_KEYSET ':

Generating a plaintext keyset

In the Tink Keyset Generation menu, select ' PLAINTEXT ':
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The keyset will be generated automatically.

For the changes to take effect, you must restart the Horizon service by running:

# systemctl restart horizon

Generating a GCP protected keyset

In the Tink Keyset Generation menu, select ' GCP':
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